
C.2.2.4.4 Keypad Input 

The ITS-I1 shall be capable of using rhe voice response capability or keypad input to allou 
inmates to' 

. 
A. Obtain account information 
9. Perform call setup. 
C. Process a call. 
D. Perform account transactions 

C.2.2.5 Inmate Tclephonc Account Financial Transactions 

The following section provides information on the accounting processes which shall take place on 
the ITS-il and. where necessary. interface with the Commissary system. The flowchans shown in 
Exhibits J-7 to J-12 include general descriptive information on the following account transactions 
and are not meant to be all inclusive. bu1 rather to illustrate the general flow of the process , 

A 

B 

C 
D 

E 

F 

Inmatc-ir,itiated transfer of finds from the Commissary account to the ITS-I1 account 
(Exhibit J-7) 
BOP initiated electronic transfer of funds from the Commissary account to the ITS-I1 
account (Exhibit 5-8) 
Debiting the ITS-Il accounts for telephone c h a r p  (Exhibit J-9) 
BOP initiated manual transactions made directly to the ITS-Il accounts (deposits. 
uithdrawals and exceptions) (Exhibit J-IO) 
BOP initiated transfer of ITS-I1 account Funds to the Commissary accounts for,inmate 
releases (Exhibit J-11) 
BOP initialed call charge refunds made directly to ITS-I1 accounts (Exhibit 5-12) 

C.2.2.5.1 Ccncral Account Transaction Information 

C.2.2.5.1.1 System Inredaces 

The ITS-ll shall be capable of interfacing with the Commissary system and manipulating all files 
nccessan in both the Cornmissan sysiem and ITS-11. to complete each transaction and ensure 
accounlabiliry of fundi . 

C.2.2.5.1.2 Accountabili? of Transactions 

All of the transaciions identified above shall affect the inmate's ITS-II account. The result of 
these transactions (in summay) shall be recorded and reponable for the BOP Central Ofice 
account reconciliation process described in this section 
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. . .... . 

C.2.2.5.1.3 Piegative Balances 

KO transactions shall create a negative balance in an inmate's ITS-I1 account or Cornmissan 
account It is incumbent upon the ITS-I1 to prevent such an occurrence . 
C.2.2.5.1.4 Contractor Provided Flowchanr 

The contractor shall provide detailed flowchans, consistent with the requirements outlined herein. 
depicting how each of these transactions shall be accomplished and verified by the ITS-I1 

..,.; ~~~,~ , ~ _ .  C.2.2.5.1.5 Site Specific Codes 
' All of the ITS-I1 financial transactions shall be traceable to the rorrectional facility that pen-omed 

the transaction using site-specific codes to trace the transactions. 

C.2.2.5.2 Inmate-Initiated Transfer of Funds From the  Commissary Account IO the 
ITS-11 Account (Exhibit J-7) 

.. 
' ' r;r. inmate shall be able to transfer h d s  from the Commissary system to the ITS-I1 through the 

ITS-I1 telephone set. The BOP will not allow this fund transfer during cenain periods of activity 
on the FPPOS System. Therefore. the ITS-II shall provide the BOP with the capabilitv to 
manually CUI off this function on an "as needed" basis and provide the BOP with a met.hod of  
creating a schedule for each individual correctional facility (Le.. after 4.00 PM) 

A The inmale shall begin the process by using the ITS-II telephone set to request an 
electronic transfer of funds from the inmate's Commissary account to his/her,lTS-II 
account 

B The ITS-II will check to determine if the Commissary system is available to process the 
transaction If not, the ITS-Il will generate a message to the inmate stating. for example. 
!hat "the Commissary system is not available at this rime '. 

If the Commissary system is available. the ITS-11 will determine if their Commissary 
account is currently in use lf the account is in use. the ITS-II will generate a message to 
the inmate stating that the transaction cannot be completed at this time 

l f the  Commissary account is available. the ITS-11 will inform the inmate of the amount of 
funds available for transfer and prompt the inmate to enter a whole dollar amount for 
transfer The inmate will then enter the amount. in  whole dollar amounts. 10 be 
transferred. The ITS-I1 will then determine whether this amount is less than or equal to 
the Commissary account balance If the amount of  the transfer request exceeds the funds 
available in the Commissa? account. the transaction will abon and the inmate shall 
receive an insufficient funds message 

C 

i 
D 
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E. ' If sufficient funds are available for the transfer amount requested. the ITS.11 will deduct 
the funds, calculate the new Cornmissan, accounf balance and insen the new balance into 
the Commissary system The COITImiSSar\. account for the inmate shall then b: \,enfied 
ensure that the transaction has taken place correctly. completed transactions shall be 
appended to a temporary file on the COtnnksary system as a separate record. A record is' 
dx, placed in an "error" file on the Commissary system if the transaction did not occur 
properly. The inmate's ITS-I1 account shall be increased by the amount of funds deducted 
from the inmate's Commissar). account. 

Completed transactions shall be capable of  being printed as an Electronic Transfer Repon 
(ETR) at the correnional facility. Upon demand, this repon shall be capable of  being 
printed on a daily basis and shall contain. at a minimum the following information: 
1 .  Inmate Register Number. 
2. Inmate Name. 
5 .  Date of Transaction. 
4. Time of Transaction. 
5 .  Amount of Transaction. 

7. Correctional facility site code. 

The time period in which inmates may make a transfer shall be controlled by the BOP 

F. 

6. . .  Telephone initiating transfer. .. 

G. 

C.2.2.5.3 BOP Initiated Electronic Transfer of Funds From the Comrnissaq Account to 
ITS-I1 Account (Exhibif 3-8) 

Inmates may be allowed to buy telephone credits through the correctional facility Commissary 
sales process All telephone credits purchased through this method are initially recorded in the 
Commissa? system as an ASCII file The ITS-II shall be capable of interfacing with the 
Commissa? system and applying this file to the proper ITS-I1 accounts. once initiated by the 
appropriate BOP staff on the ITS-ll. The flowchan in Exhibit J-8 includes the process flow 
performed ,within the Cornmissan, system. to aid the contractor in understanding how the entire 
process takes place The ITS-11 shall be responsible for processes within the area marked 
"ITS-I1 '. 

A During the transfer process, the ITS-I1 must determine wherher each of the I T S 4  inmate 
accounts is available for update and either process the transaction or print as "exceptions" 
ihose which cannot be processed on a Commissary Electronic Funds Transfer Exception 
(CEFTE) repon. This repon shall include the following information for each exception: 

I Inmate Name. 
2 Inmate Register Number 
3 Amount offransaction 
4 Reason for rejection 
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B 

C 

D 

All exceptions must be capable of being entered in the I T S 4  manually when the inmale's 
ITS-I1 account becomes available 

,%I ITS-II account will not be available if the account does not exist or  ifthe inmate is 
usinp - the account at that time and the transaction being processed will reduce the ITS-I1 
account balance. If an account is not available. a transaciion cannot be performed and 
the exception repon described in this section shall be printed 

For ITS-I1 accounts which arc available. ITS-I1 account balances are updated. and a 
Commissan Electronic Funds Transfer (CEFT) repon is subsequently produced at the 
correctional facility initiating the funds transfer (in both summary and detail format) This 
repon shall contun the following information 
1 Inmate Kame 
2 Inmate Resister Kumber 
.i Date of  Transaction 
4 Amount of Transaction 

C.2.2.5.4 . . Debiting I f S l l  Accounts for Tclephonc.Chnrges (Exhibit J-9) 

The ITS-II shall be capable of debiting an inmate's ITS-II telephone account automatically and in 
real time as a call is taking place The ITS-I1 shall not be designed to require that the total cost of 
a call is available prior to allowing a call to be placed. Rather. an inmate shall be capable of 
placing a. call if the ITS-II account contains enough funds for a two minute call and the call shall 
be terminated when the inmate's ITS-I1 account balance is depleted to the point of not havins 
enough Funds to continue the call This shall occur pnor to creating a negative inmate ITS-II 
account balance 

.4 

B 

C 

D 

E 

The process begins when an inmate initiates a direct dial call through an ITS-II telephone 
set The ITS-II first uses the unique personal identifier to determine whether the inmate 
possesses an active ITS-Il account Ifnot. the ITS-I1 generates an error messape to the 
inmak and abons the process 

If an inmate has an active the ITS-I1 account. ITS-ll determines whether the inmate has 
suficieni funds in !he accouni IO make a direct dial call 

If an inmate has suficient funds to complete a1 least a two minute direct dial call, the LOS- 
I I  shall al lou the call to be processed 

,4 call is first processed for administrative checks ( e  g . whether the call is on that inmate's 
allowed call list) Ifany check i s  unsuccessful. the ITS-II shall peneratc a message to the 
inmate and abon the process If all checks complete successfully. the call is processed. 

The inmalc's ITS-I1 account is  then debited in whole minute increments automatically, in 
real time. as the call is taking place The ITS-ll shall prevent this process from creating a 

I 



negative balance in the inmate's ITS11 account. 

F. The call record detail shall be updated. as shall the balance. on a real-time basis. and be 
available for viewing immediaiely afrer the call is completed. 

If the inmate does not have suffrcicnt funds in their ITS-I1 account i o  process a call. the 
ITS-I1 shall generate an emor message to the inmate and abon the process. 

There shall be no deductions made a_painst an inmate's ITS-I1 account and no inmate call 
usage tracking measures shall be compiled if the inmate hangs up or othenvisc icrminates 
call setup prior to completion of the call to the called pany. 

. 
G. 

H. 

C.2.2.5.5 BOP Initiated Manual Transactions Made Directly to the  ITS11 Accounts 
(deposits, withdrawals and exceptions) (Exhibit J-10) 

It  is anticipated that there will be times when the ITS-11 and the Commissary system will be 
unable to communicate. or for some other reason a manual transaction will be necessaw. There 
must. therefore. be a screen for input of  manual transactions. .. . .  

A. The process shall be initiated when an ITS staff member accesses the ITS-I1 "manual 
transaction'' screen. Data for the manual deposit or withdrawal is then input on the 
screen. and the inmate's ITS-11 account is updated on a real-time basis. Input fields for 
this Function shall be: 

I lnmaic name 
2 Inmate regisier number 
3 
4 

5 r\mount of transaction 
b 

Cpon pressing the enter key on the last input field of a transaction. a new transaction shall 
be available for input and the previous transaction infomaiion shall be printed in 
succession 

At the end of all transactions. the repon will total all amounts and count the number of 
transactions The Manual Transacrion repon shall include. at a minimum: 

Date of transaction (automatically generated) 
Type of transaction (defaulted from previous transaction. and selectable from a pick 
list) 

Commeni (not a mandatoo entrj) 

B 

C 

I Inmate register number 
I Inmate name 
3 Date of rransaction 
4 Type of  transaction 
5 Amount of transaction 



. .-. .. 

6 Total transaction amount 
7 Total number of transactions 

C.2.2.5.6 BOP Initiated Transfer or ITS-I1 Account Funds to the Commissap' ,Accounlr 
for lnmate Releases (Exhibit J-11) . 

An inmate release occurs when an  inmate leaves the BOP system. In such a case. the BOP will 
transfer any remaining ITS-II account balance back to the inmate's Commissary account in time 
for out-processins ofthe inmate h ITS-I1 "release input screen" shall be used for this purpose 

The process shall be initiated when an ITS staff member accesses the release input screen 
and enters information on that inmate. This creates a release/transaction input form 

A. 
....-. , .  

B The ITS-II shall determine whether the ITS-I1 account is cunently in use If so. the ITS- 
I1 shall generate a response to the ITS-I1 terminal that the account is in use If not. the 
ITS-I1 shall reduce the inmate's ITS-Il account to zero and mark the status field of the  
inmate account as "2." This transaction shall generate an Inmate Release Transaction 
Rcpon which shall include at a minimum 

1 Inmate register number 
2 Inmatename 
3 Date of transaction 
4 Type of  transaction 
S Amount of transaction 
6 Comment 

. _ -  
C The ITS-11 shall simultaneousl! access the Commissa? system. record the transaction. 

and be capable of creating a file of the transactions thai can be printed from the 
Commissary system 

C.2.2.5.7 BOP Initiated Call Charec Refunds Made Directly to ITS-Il Accounts 
(Exhibit 5-12) 

Cenain situations occur which can cause an inmate's ITS-ll account to be refunded a cenain; 
amount of  funds An ITS-I1 refund screen shall be used for this purpose 

h 
The process shall be initiated when an ITS staff member accesses the ITS-II refund screen 
The ITS staffmember will enter the inmate register number. the telephone number for 
which the refund is being given. and the amount of minutes to be refunded. The ITS-11 
uill then calculate the refund to be given to the inmate A reason for the refund shall also 
be entered on the screen The result of this transaction shall be an increase in the inmate's 
ITS-I1 account equal to the amount of the refund 

This transaction shall then generate a summary transaction repon at the correctional 

A 

B 
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facilities printer This call record refund rransaaion repon shall include. ai a minimum 

1. 
2. 

4. 
5 .  
6. 
7. 
8 .  
9.  

- 
1. 

Inmate register number 
Inmate name. 
Date of transaction 
Time of transaction. 
Type of transanion 
Amount of transaction 
Comment. 
Telephone number called 
User name (automatically generated from the login). 

C.2.2.5.8 

At the end of each day (or as requested). a summary of all ITS-I1 financial transaction activities 
(by type) for that day shall be capable ofbeing viewed and printed. The repon shall be capable of 
being run by the BOP Central Ofice. as a summation of all correctional facilities or for individual 
correctional facilities as requested In addition. a sum of all ITS-I1 accoum balances shall be 
prwidcd corresponding to the type o f  repon requested. 

BOP Central Office Account Reconciliation 

.. 

A The contractor shall determine and communicate in its technical approach. whether the 
ITS-II will need IO shut down due to this procedure. Ifso. the contractor will indicate 
ihe Iengh of time that the system will need to be disabled to perform this procedure. 

I n  addition 10 processing accounting transactions at the correctional facility level. the 
contractor shall provide the BOP'S Central Office with the ability to balance and reconcile 
the ITS-11 transactions for all correctional facilities asainst all of the ITS-I1 account 
balances as needed lnfonnation to be included for penodic balancing are: 

I 
2 Electronic transfers (-I-) 

B 

Previous balance (from previous repon) 

a Inmate(-) 
b Commissary ( - )  

c Releases (-) 
d Subtotal of electronic transfers 

3 Refunds(-) 
a Local 
b Long distance 
E International 
d Subtotal of refunds 
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. .. . , . . - .. ___.. , .. . .. 

4. hlanual transactions (-;-) 
a Deposits (-) 
b. Withdrawals (-) 
c Exceptions (-/-) 
d. Subtotal of manual transactions 

5 .  Direct dial calls (-). 
a. Local. 
b. Long distance. 
c. International. 
d .  

6. Net sum of transactions. 
7. ITS-I1 account balances (*) 

Subtotal of direct dial calls 

(*) The “ITS-I1 Account Balances” information shall be determined by acquirins the true sum of 
the inmate balances within the system. not a calculated sum from transaction numbers in the 
repon. The contractor must demonstrate how this balance is derived. 

C.  These reconciliation repons shall be recoverablefor future use and organized with a 
numbered tracking system. 

These reconciliation repons shall receive data from the identical. exact time frames for 
each correctional institution included in the repon (e.g.. 10/1/98 to 10/31/98). They shall 
also be capable of reponing data since the time ofthe previous repon and include the 
balances from the previous repon 

D 

C.2.2.6 Managrrneni of lnrnaie Transfers Between Correctional Facilities 

An inmate’s personal identifier shall be capable of being used at all BOP correctional facilities to 
place collect calls immediately upon arrival at a neu’ correctional facility, when transferred from 
one BOP correctional facility to another The inmate‘s account. however. shall remain the 
responsibility of the correctional facility from which the inmate transfened until such time that 
staff at the new correctional facility change the inmare‘s correctional facility assignment. ITS-II 
shall provide the BOP a method of changing the site assignment ofaccounts when inmates 
transfer between correctional facilities (all call records shall be stamped from the correctional 
faciliiy the call acrually originated from) 

A Lpon transfer of the inmate. the inmare’s ITS-II account shall remain designated at the 
original correctional facility until such time as staff at the receiving correctional facility 
change the designation. 

B No financial transactions shall be conducied upon an inmate’s accounr except by the 
correctional facility IO which the  inmate account is designated If an artempt is made io  
perform a Comrnissan transfer from a phone designated at a correctional facility other 
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C. 

D. 

E 

than the correctional facility the it-imale accounl is assigned. the inmate shall be prorided 
with a message such as. "ihis transaction is not authorized from this correctional facilitv" 
and cancel the transaction If a staff member enters the register number of  an inmate 
already created in the I T S 4  but assigned to another correctional facility, the system shall 
inform the staff member, (example) "this account is assigned to John Doe at FCI 
Somewhere. Would you like to retrieve this account? Yes or No." Upon the staff 
member responding "yes." this account will become designated 10 the new site 

Once the account is designated by the receiving correnional facility. all subsequent 
account transactions made for or by that inmate shall be coded to that correctional facility 
for purposes of reponing. querying. and balancing. 

The ITS-I1 shall be capable of providing repons of accocnt movement specific to 
correctional FaciliLies so that correctional facility staff may deternine which inmares have 
transferred to and from their conenional facility. These repons shall print each day at 
those correctional facilities that have "gained" or "Ion" inmate accounts. The repon shall 
include: inmate name, register number. and the I T S 4  account balance. This repon shall. 
segregate and provide separate totals for "gained" accounts and "losf "accounts balances. 

The I T S 4  shall also be capable of reponing personal identifiers which have been used ai 
correctional facilities different From the correctional facility IO which the inmate's account 
i s  assigned. 

. 

.. 

C.2.2.7 Queries and Reponr 

The BOP requires reponins and querying methods and capabilities which provide maximum 
flexibility. a user Friendly interface. speed. efficiency. and accuracy. The contractor shall therefore 
make available a sophisticated information retrieval system with maximum flexibility, speed, and 
ease of use.. 

C.2.2.7.1 Queries 

The ITS-ll shall provide the BOP the capabilitv to retrieve. analyze. and repon ITS-11 information 
according to its dynamic mission-defined needs i 

C.2.2.7.1.1 All data dealing with inmate use of the ITS-11. telephones. telephone numbers caned. 
call types. renrictions. and all other data residing in the data base shall be accessible 
to BOP ITS staff. limited only by user access level. as determined by the BOP 
Central Ofice 

C.2.2.7.1.2 Soning shall be able to be performed on data base queries to a minimum of five 
levels 

C,2.2.7.1.3 All queries shall be able to be sent io a screen and/or printer. 
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C.t.2.7.1.4 All queries shall be capable ofbeing saved for future use and available fro,,, a 
list at the access level and locarion from which rhey were created 

C.2.2.7.1.5 AI1 queries created by Central Office ITS sraff shall be capable of being saved and 
distributed to user levels for use from a pick list 

C.2.2.7.1.6 The conrractor shall pro\ide a screen-oriented form ofdata retrieval. in uhich BOP 
personnel with the proper access level shall have the following options IO 

Pick from standard. defined queries with no modifications (from saved central I I S I )  
Pick from standard. defined queries with no modifications (fiom saved local list) 
Pick from standard. defined queries with modificatlbns (which can then be saved 
under another name either centrally or locally) 
Pur ro_pether queries in a free-form manner (which can then be saved. either cenrrall\ 
or locally). 

A 
B 
C 

D 

, 

. .  

C.2.2.7.1.7 The contranor shall probide all rhrec of  rbc following methods for the BOP to 
format and modify qucnes 

A ' Direcr typing of  query informarion ("SOL-like" stmcturc) 
B Use of a "pick list" for fields. logical operators and relalionships betweewamong 

f~elds 
C En_clish-lanpuagc que? creation (via urilization of a user interface in Combination 

u i t h  the data base) 

C.2.2.7.1.8 All queries shall havc a "drill-doun" capability in which users are capable of usinc 
the results from onc que? as input to a second or ekird qucn: i o  a minimum of three 
levels This capabiliiv shall be made available thrbugh the use of an "SOL-like" 
sttuciurc or an En&h-language user interface system 

C.X.T.1.9 At no time shall a BOP ITS staff member be forced to use a native data base 
languayc. such as the SOL I O  rcincvc infomarlon. although this capabiliiy shall be 
made available io BOP ITS gaff i 

C.?.2.'. 1.10 BOP coneciional facilii! personnel shall be limited to data retneval specihcallv 
dealing uith the conectional facility I O  which they are associated unless 
specific all^ granted increased access by the BOP Central Office 

c.22.-.1.1 I BOP Central Ofice ITS personnel shall have unlimited access to data retrieval 
Ceniral Ofice ITS pcrsonncl shal l ,  therefore. have access to ITS-II data on a 
system-wide basis 

The contractor shall providc the maximum time the ITS-ll will take on a fully C.?.?.-.I.l2 
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A.  
B. 

c.2.2.7.2 

loaded database to retrieve the following screens: 

Any lndividual Inmate .4crount 
Any lndividual lnmate Call Record( s) . 
General Repoi?,Capnbilities 

The BOP requires an ITS-I1 which probldes extremely flexible reponing capabilities. as well as. 
an easy IO use interface for users to create new repons as needs arise. The ITS-I1 shall also 
provide reponing capabilities with speed and accuracy. Speed ofrepons is highly desired by the 
BOP, therefore. the ITS-I1 sofiware and hardware shall be designed to maximize dl repon 
processing speeds. The coniractor shall work with the BOP throughout the life of this contract to 
attain maximum repon speeds. 

C.2.2.7.2.1 AI1 repons shall be capable of being generated by correnional facility or 
combinations of correctional facilities dependant on the user level requesting the 
repon. 

C.2.2.7.2.2' ' S O P  Central Office staff shall have the capability to assign access to repons to 
various user levels BOP Central Office staff shall also have the capability to limit a 
user's access to a correctional facility or combination of correaional facilities. 

C.2.2.7.2.3 The BOP shall have the ability to  change the type of information presented in each 
repon. that is, the BOP shall have the abiliry to custom design repons to show 
specific infomation BOP requires Customiration includes repon information 
(content) and the information sonine sequence and presentation. 

C.2.2.1.2.4 BOP Central Oflice staff shall have the capability to assign reports to categories so 
that repons with similar functions can be grouped toyelher under one menu item. 

C.2.2.7.2.5 The BOP requires the capability to program repons to be generated automatically. 
These repons shall be pnnted. as deiermined by BOP personnel. when a cenain call 
IS made. when a cenain transaction with the Commissary system andlor the AIMS is 
made. or a! a cenain time of day This capability is intended to act as a notification 
to BOP staff uhen taracted circumstances occur. 

67.2.2.f.2.6 The automatic repon generalion programming shall be able to be performed at each 
concaional facility or system-utde 

b 

C.2.2.7.2.7 Printed repons shall include only necessan information and pages. Blank pages 
shall not be insened into repons unless a legitimate reason exists 

C.2.2.7.2.8 The contractor shall provide rapid repon searching and printing capabilities 



--*--.------ e . . ~..~.~ .. . 

C.2.2.7.2.9 AI1 reponed data shall be capable ofbeing stored on electronic medla l e  g , tape. 
CD-ROM. or diskette) 

C.2.2.7.2.10 Repons shall be capable ofbeing created and viewed on-line at all tennlnals 
a user with the proper access level and shall be able to be printed as determined 
by BOP staff , ,  * 

c.2.2.7.2.11 All repons shall be capable of betng recrcared without the need to store the 
original repon IO electronic medium. 

All printed repons shall include. at a minimum. the following basic information C.2.2.7.2.12 
--..m 

B.. 
C. 
D 
E 
F 
G 
H 
I 

. .  

Time. 
Terminal making request. 
Parameters of the repon 
Piumber of pages 
Repon heading. 
End o i r epon  foottr 
Repon heading on each page 
Repon title on each page 

C.2.2.7.2.13 The header of the repon must be on the same page as the beginning of the  
report and on each page ofthe repon and contain the following basic 
informalion 

.A Correctional facility name 
B Reponname 
C 
D Pagenumber 
E Field headings 

Date and rime of repon 

C.2.2.f.Z.14 The repon footcr must be on the same page as the end of the repon except 
when normal page breaks occur and include the following. 

A 
B 

C 

,411 columns containing dollar values shall total at [he end of the column L 
If the repon contains inmate informarion. the repon shall include a total count of 
inmares 
All columns containing minutes or call duration or counrs of  calls shall include a total 
of this information 

c.2.2.7.2.15 The BOP shall have the capability to create groups of related information such 
as telephone numbers. inmate register numbers. correctional facilities. units. 
which can be used a5 input for search criteria These groups or batches shall 
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be capable of being named and saved for use as search criteria inpui for future 
queries and repons. 

C.2.2.7.3 Specific Reports 

The ITS-I1 shall provide the following standard rcpons: 

C.2.2.7.3.1 Chronological List of Calls Report 

Produces a list of call records within the specific stan time ._IC and end timddate ranges 
specified. 

This repon shall include the follow in_^ information in chronological order: 

A. 
B. 
C. 
D. 

' E. 
F. 
G 
H 
1 
J 

Inmate register number 
Date of call. 
Time call staned. 

Dialed number. 
Call type (local. long distance. international) 
Trunk. 
Station set number. 
Cost of call. 
Recorder channel number. 

Duration of call. .. 

C.2.2.7.3.2 Daily Call Volume and Charge Rcpon 

Provides a daily sum of call charges. call couni. and call duraiion for each type of direct dial and 
collcct call 

. 

Search criteria include stan date. end date. and correctional facility. The report shall be capable 
of reponing multiple days and muliiple coneciional facilities if requested. 
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C.2.2.7.3.3 Telephone Account Statement 

This repon shall be a comprehensiwepon of an  inmate's 173-11 account transactions it shall 
include collecr calls. This shall be similar to a typical bank statement. habine a separate line for - 
each transaction, beginning with an account balance and shall include a runnine balance afier each 
transaction. The statement shall include a beginning and ending balance. The beginning balance 
shall be the balance as ofthe requested repon "from" date The ending balance shall be rhc 
balance as of the requested repon "ending" date 

This repon shall provide an option IO include zero dollar transanions such as collect calls 

Search criteria shall include: 

- . .  - 

A. Inmate register number(s). 
B. Beginning date 
C. End date. 

.. 
Eaih iine ofde!ail on the stzt'encnt'shall include 

A 
B 
C 
D 
E 
F 
C 
H 

Date of transaction 
Time of transaction 
Transacrion type (call. deposit. transfer) 
Correctional facility site code (uhere transaction occurred) 
Call duration (if applicable) 
Dialed number (if applicable) 
.Amount 
Balance 

The repon shall be pnnted in order from oldest dare to the most recent date. 

C.2.2.7.3.4 ITS-I1 Accounts Tranrrcrrcd and Rcccived 

The ITS-ll shall be capable of reponing to the BOP Central Office which accounts have been 
transferred for a user specified penod of lime I t  shall also provide this repon of accounts 
transfened and received for correcrlonal faciliry ITS staff The repon shall be soned by site then 
date I t  shall include 

A Inmate register number 
B Inmate name 
C 
D 
E Date of transfer 
F 

Transfened from correctional facilii! site code 
Transfencd to correctional facility site code 

ITS-ll account balance a i  the time of transfer 
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G. 
H. 
1. Tiet amount. 

Total amount of transferred account balances 
Total amount of received account balances 

C.2.2.7.3.5 Frequently Dialed Numbers Report - 
Lists all telephone numbers meeting the user input parameters of number of times dialed hithin a 
specified time frame. 

Search criteria include Stan date. end date. and the minimum number of times a telephone number 
must have been called fo be included in the report. 

Output shall conrain information relative to each of the frequently called numbers included in the 
report. This includes: inmate name. register number. dare, time, recorder channel number. 
correctional facility site code of the inmate. and shall be soned by telephone number and 
chronologically according to the staning date and time of each call. 

C.2.2.7.3.6 . .  Telephone Fiumber Usage Repon .. 

The repon lists calls made IO a user specified telephone number or numbers. 

The search criteria is the telephone number or any wildcard combination of number and other 
criteria allowing the user to filter the output if necessary for completed calls. uncompleted calls, 
direct dial calls. coI1cct calls. and/or user defined duration of calls. 

Output lists calls to a specified telephone number (or pattern) soned by telephone number and in 
chronological order The output shall contain the following. 

.a 
B 
c 
D 
E 
F 
G 
H 
I 

Inmate name 
Inmate register number 
Telephone number 
Date of call 
Time of call 
lclephone used 
Recorder channel number 
Cost of call 
Conecuonal facility site code of the inmate 
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C.2.2.7.3.7 Suspended Telephone Accounts R e p o n  

- - . _ - - . . .  . .. 

Lists all inmare telephone accounts whose calling pniileges have been suspended either 
remporarily or  indefinitely. 

The search criteria shall be for current suspensions andior expired suspended accounts 

. 

Output is soned by inmate register number and date of suspension. 

C.2.2.7.3.8 Approved Telephone k u m b e r  Search R e p o n  

The repon lists inmates who are authorized to call a specified telephone number, or multiple 
numbers or number pattern defined by using wildcards. 

he search criterion is the telephone number (or number pattern). 

Output is soned by telephone number and by inmate resister number. 

C.2.1.7.3.9 Alert Notification Repon 

The ITS-I1 shall be capable of providing a repon for all telephone numbers or  accounts which 
have been placed on alen status by BOP staff 

Search criiena shall include a stan daw and time. and an end date and time 

Output shall include in chronological order the following as applicable 

A Type ofalen 
B Inmate name 
C Inmate register number 
D Telephone number 
E Dale ofcall 
F Timeofcall 
G Telephone used 
H Recorder channel number 
I Cost of call 

i 
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C.2.2.7.3.10 Telephone h’umben Called by More Than One inmate 

The ITS41 shall be capable of producing a detailed andor  s u m m q  repon of all telephone 
numbers called by a user defined amount of inma!es for a usei defined time penod. not ro exceed‘ 
the previous thirry days. The repon output shall be grouped by telephone number and contain 

A. 
B 
C. 
D. 
E. 
F. 
G. 
H. 

Inmate register number 
Inmate name. 
Dare of call 
Time of call 
Telephone used. 
Recorder channel number. 
Cosr of call. 
Comectional faciliry sire code of inmate 

C.2.2.7.3.11 Telephone Numbers Listed on More Than One Telephone Account .. 
The ITS-I1 shall be capable of producing a repon which lists all telephone numbers which are 
listed on more than one inmate‘s ielephone accouni The repon output shall be soned by 
ielephone number. then by inmaie. and contain 

A Telephone number 
B lnmaie register number 
C Inmate name 
D Dale placed on list 
E Correctional facility sile code of inmate 

C.2.2.7.3.12 Q u a n t i n  of Calls Placed 

The ITS-Il shall be capable of reponing all inmates who have placed calls in excess of the 
parameicrs defined for the repon by the BOP user The user shall have the option of selecting 
this repon for direct dial calls only. collecr calls only. or both The user shall be able io input the 
amount of calls within a defined iime period rhai the repon will generaie ouiput for. The repon 
shall be capable of being printed as a detail and/or a surnmav. The output shall be soned by calls 
in descending order and shall include > 

A Sumber of  calls 
B Inmate resister number 
C lnmaie name 
D Correctional facility siie code of inrnaie 
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C.Z.Z.i.3.13 Quantity of Xlinutes Called 

The ITS-II shall be capable of reponing all inmates who have placed in excess of a user defined 
number of minu~es of calls within a user defined amount of time. The user shall have the  option 
ofselectine - this repon for direct dial calls only. collect calls ody, or both The repon shall be 
capable of being printed as a detail or summap The output shall be soned by minutes in 
descendine - order and shall include 

A. Kumber of minutes 
8.  Inmate register number 
C. Inmate name 
D Correctional faciliry site code of  inmaie 

C.2.2.7.3.14 Blocked Telephone h’umbers 

The ITS-11 shall be capable of producing a repon of telephone numbers blocked From calling, 
This shall include numbers blocked system-wide. for individual accounts. and shall indicate the. 
;cason for being blocked (i.c.. blocked by staff. blocked‘by cal!ed pany). The repon output shall 
include 

A .  Telephone Piumber 
B 
C who placed the block 
D 
E 
F 

Reason for block (comment or description) 

Resister number (if blocked for individual inmate) 
lnmaie name (if blocked for individual inmate) 
Correctional facility site code of inmate 

. .  
C.2.2.1.3.15 Extra Dialed Digits 

This repon shall provide information for each call which the ITS-ll detected extra dialed digits 
This repon shall be capable of being generated from a user defined period of time. The outpu~ 
shall be in chronological order and shall include 

A 
B 
C 
D 
E 
F 
G 
H 

Date 
Time 
Dialed number 
Register number 
lnmaie name 
Telephone 
Recorder channel number 
Correctional facility site code of  inmate 



C.2.2.7.3.16 Local Exchanges 

This repon shall provide each correckional facility uith a rcpon of d1 exchanges - which a're 
designated within the local calling area for that panicular correctional facility. 

C.2.2.7.3.17 Percentage Grade or Blocking Report  

This repon shall provide information on a line by line basis for the percentage of calls blocked at 
specific hourly time periods for either ielephones or call types (i.e., FTS Long Distance. local, 
international. collect local). The output shall include the number of calls attempted. the number of 
calls blocked, and the percentage of blocking. 

Search criteria shall include stan date. end date. and time interval in minutes 

C.2.2.7.4 

. 

BOP Central  Ofiire Administrative Reports 

The BOP Central Office shall have the ability to create repons on a system-wide basis and for . .  . each corrections1 facility. 

C.2.2.7.4.1 The BOP requires the ability to program repons that would be generated at 
predesignated times or on an ad-hoc basis. 

C.2.2.7.4.2 All repons. whether site specific or ITS-11-wide. shall be accessible from any 
terminal at any correctional facility. Limited only by user level of person logged into 
terminal. 

C.2.2.7.4.3 The BOP Central Ofice shall have the ability to query the database and generate 
repons from all correctional facilities or any group of correctional facilities. 

C.2.2.7.4.4 The database shall allow multiple correctional facilities IO query the database 
simultaneously 

C.2.2.7.5 General  Revenue Rcpon Requirements i 

The ITS-11 contractor shnll provide revenue repons to [he BOP COTR and Contracting Oficet  
within thin! days of the close of the month being reponed upon. These repons are separate 
from the  monthly maintenance reponing process described elsewhere. 

C.2.2.7.5.1 The ITS-ll contractor shall provide these repons. in hard copy and/or electronic 
medium formats All revenue figures shall be calculated and displayed in US. 
dollars and cents 

6.2.2.7.5.2 For purposes of these repons. call types are defined as follows. Other call types 
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-%i 
shall be added as necessa? 

.,. .._. ".. .. .. 
a 

A Direct Dial Call Types 

1, Diren dial local 
2. Direct dial long distance 
3 
4 Direct dial Canada 
5 Direct dial Mexico 

Diren dial international (excluding Canada and Mexico) 

B. Collect Call Types 

1 Collea (other than international) 
2 

3. Collect Canada 
4 Collect Mexico 

Collea inrernational-rif provided and for countries serviced (excludins Canada 
and Mexico). 

. .  . .  
C.2.2.7.6 Specific Monthly Revenue Repons  

The contractor shall provide the BOP with the following repons. 

C.2.2.7.6.1 Summary Minutes by Call Type 

The contraclor shall provide as pan of the monthly revenue repons a Summary Minutes by Call 
Tvpe rcpon which shall include the followrig 

A 
B 

\umber of calls (by each call type) 
\ h u m  of calls (by each call type) 

. 

C.2.2.7.6.1.1 

C.2.2.7.6.1.2 

C.2.2.7.6.13 

Totals shall be calculated and displaved for direct dial calls. collect calls. and 
total calls for each correctional facility 

Totals shall be calculated and displayed for direct dial minutes. collect minutes, 
and total minutes for each correctional facility 

Totals shall be calculated and displayed for each call type. direct dial calls, 
collect calls. total calls. direct dial minutes. collect minutes. and total minutes 
across all correctional facilities and shall include sub-iotals and totals for each 
of {he catc~orier 



C.2.2.7.6.2 Monthly Distribution of Revenues 

The contractor shall.proide as pan of the monthly revenue repons a Monthly Distribution of 
Revenues repon. This repon shall be the summation ofall calls placed through ITS for the enrirc 
BOP. The following information shall be included for each call rype: 

A. 
B 
C 
D. 
E. 
F. 
G. 
H. 

Totals minutes by call type for direct did.  
Rate per minute due contractor by call type for direct dial. 
mount due contractor by call type for direct dial. 
Grand iotals for direct dial minutes and amount due contractor. 
Gross billable revenue by call t b e  for collect calls. 
Percent due the BOP by call type for collen calls. 
h o u m  due BOP by call type for collect calls. 
Grand totals gross billable revenue and amount due BOP. 

Net revenues due contractor or BOP shall be calculated and presented at the end of the repon 
Payments due IO the BOP shall be submitted wthin 60 days of the end of  each month in which the 
cal!s occumd 

.. 

The conrractor shall provide supponing documentation for the Monthly Distribution of  Revenues 
repon by providing the following information for each individual correctional facility. 

A 
B 
C 
D 
E 

F 

C 
H 
1 
1 
ti 
L 
\I 

K 

Correctional f a c k y  name 
Direct dial minutes by call type. 
Rate charged to the BOP by rhe Contractor for direct dial calls by call type. 
Amount due contractor for direct dial calls by call rype. 
Summa? iotals for direct dial calls (minutes and amount due the contractor) by 
correctional facility 
Summa? totals for direct dial calls (minutes and amount due the contractor) across all 
correctional facilities 
Collect call minutes bv call type 
Summa? of collect call minutes by correctional facility 
Summan of collect call minutes across all correctional facilities. 
Gross billable collecr call revenue by call type 
BOP percentage c f  gross billable collect call revenue by call type 
Amount due the BOP by the Conrracror for collect calls. 
Summary iotals for collect call revenues (gross billable and due the BOP) by correctional 
facility 
Summa? totals for collect call revenues (gross billable and due the BOP) across all 
correctional facilities 

i 

> 
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C.2.2.7.6.3 Monthly ITS-ll Direct Dial and  Collect Revenue Analysis 

The contractor shall provide as pan of the monthly revenue repons a Monthly ITS-I1 Direct Dial 
and Collect Revenue Analysis Repon which. at a minimum. shall include. . 

A. 
B. 
C. 
D. 
E. 
F. 
G.  

Primary son: direct dial and collect calling. 
Secondan. son: by correcrional facility. 
Teniary son. by month in fiscal year (beginning ofOctober through end ofSeptember) 
Fields: revenue for each call type 
Totals: total revenue across all direct dial or collect call rypes per month in fiscal year 
Subtotals for each call type for a correctional facility across the fiscal year ( IO date) 
Grand totals of all subtotals shall be calculated and displayed. 

C.2.1.7.6.4 Direct Dial Sales by Correctional Facility 

The contractor shall provide as pan of the monthly revenue repons a Direct Dial Sales by 
Correctional Facility Repon which. at a minimum. shall include. 

A 

B Total direct dial revenues. 
C 
D 

Fiscal year average inmate population to date (derived from the number of inmate ITS-II 
accounts that have had account activity during the period). 

Annualized average total direct dial revenue per inmate. 
For each direct dial call rype 

1 Revenues. 
2 
3 

hnual ized  average revenue per inmate 
The number ofactive inmaie accounts with no activity during the period. 

Totals shall be calculated and displayed for each field 

C.2.2.7.6.5 l n m a t r  Usage 

The contractor shall provide as pan of the monthly revenue repons an Inmate Usage Repon i 

which. at a minimum. shall include 

A 
B 
C 
D 
E 
F 
G 
H 

Number o f  ITS accounts that have had activity during the period (inmates). 
Sfinures per inmate per month (for each direct dial call type). 
Number of  calls per inmate per month (for each direct dial call type). 
hlinutcs per inmate per month (across all direct dial call &pes). 
Number o f  calls per inmate per month facross all direct dial call rypes). 
Minutes per inmate per month (for each collect call type). 
Kumber o f  calls per inmate per month (for each collect call type) 
Minutes per inmate per month (across all collect call types). 
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1 
1 
K. 
1. 

' Number of calls per inmate per month (across all collect call types) 
Number of active inmate accounts with no actk+;ry during the period 
Minutes per inmate per month facross all call types) 
Sumber of calls per inmate per month (across all call types). . 

Totals and averages shall be calculated and displayed for each field and for both minutes and 
number of calls. 

C.2.2.7.6.6 Cumulative Usage for Fiscal \'ear 

The contractor shall provide as pan of the monthly revenue reports a Cumulative Usage for Fiscal 
Year repon which, at a minimum. shall include: 

A. 
B 
C. 
D 

Percentage of total call minutes (for each direct dial call type). 
Percentage of total call minutes (for each collect call type). 
Percentage of total call minutes (across all direct dial call types), 
Percentage of total call minutes (across all collect call types). 

Tctals and avereges shall be calculaied and displayed for'each field 

luote Inmate Usage and Cumulative Usage for fiscal year reports may be combined into one 
repon 
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C.2.3 Administrative Requirements 

This section describes BOP administrative requirements 

C.2.3.1 

The ITS-II contractor shall work with the BOP IC maintain control ofall data wirhin the ITS-Il 
and all data stored on backup or  archived medium. This data is considered "sensitive" and shall 
not be disseminated to anyone without prior approval of the COTR or as designated within this 
contract. 

C.2.3.1.1 ' The minimum measures ufhich shall be taken by the contractor to ensure this data 

. 
Data S c c u r i ~  . .  

integrity include. 

a. 
b. 

d.  

Degaussing or wiping of hard disk prior IO being used in any other system. 
Degaussing or  wiping of  hard disk prior to being shipped to any outside vendor. ' , 

Backup and archive da!a shall be maintained in a fireproof companment and in an area 
separate from that which contains ITS-11. 

c Repons shall be shredded prior to disposal. .. 
. . 

C.2.3.1.2 The ITS-11 shall also be protected from access via the Internet. If the contractor's 
proposed ITS-II solution is connected either directly or indirectly to the lnternet. the 
contractor must provide a secure firewall protection scheme IO protect the ITS4 
The contractor shall also describe this protection scheme to the BOP in i ts  response 
i o  this SOW 

C.2.3.2 ITS-II Backup Cnpabiliv 

The BOP is seeking a system which can recover quickly from any failure Due to  the fact that 
inmate funds uill be maintained on the ITS-I1 system. the contractor shall provide all backup and 
archival hardware. supplier. and recovery procedures which wili ensure that no data will be losi. 
The follouing are the minimum requirements for this capability 

C.2.3.2.1 

C.2.3.2.2 

C.2.3.1.3 

The contractor shall provide a backup and archiving facility capable of performing 
backups concurrently uwh ongoing full operation of the d,atabase with no readily 
apparent affect on any applications running concurrently with the backup activity. 

The backup shall proteci against loss of data or service ai any BOP correctional 
facility for any type of system failure 

The ConiracIor shall be capable of recovering all data. to the point of full system 
operation. using a system backup 
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c.2.3.2.4 'The contractor shall probide ai a mitimum a weekly system backup that shall be 
maintained at a location distinct and separate from the locarion of the contractor's 
Cenrial Operations Facility. 10 be available in case of natural disasters. such as fire or 
flood. . . 

C.2.33 Data Archiving 

The ITS-11 shall provide hardware and software capable of archiving all inmate data ,411 data 
older than 12 months may be archived and shall be maintained for six years. This archived data 
shall be capable of being viewed. queried. and reponed on, by BOP Central Office staff in the 
same manner as the ITS-I1 real time operations without having to disrupt ongoing operations 

C.2.3.3.1 The ITS-I1 shall suppon a data archival capabiliry that allows search and retrieval 
functions of historical inmate telephone account information. 

The ITS-11 shall suppon the full administrative query and reponing functions on 
archived data that were possible on the data a! the time it was generated' 

The ITS-I1 may be configured to automatidly archive data from all correctional 
facilities that is older than 12 months The most current 12 months of  information 
shall be maintained in the working database 

Archived data shall be kept for a minimum of six years 

The data archival sysiem shall h a y  a minimum data transfer rate of 300 kilobytes 
per second 

The contractor shall provide all macneiic or other media necessary for this archivins 
process 

If an! financial data is removed due 10 the archival process. one entry shall be placed 
in the financial record of each account to reflect the balance of the archived entries 
which have been removed 

C.2.3.3.2 - 
.. . .  

. C.2.3.3.3 

C.2.3.3.4 

C.2.3.3.5 

C.2.3.3.6 

C.2.3.3.7. 

i 

C.2.3.J ITS-I1 Extcrnnl Intcrfaccs 

The BOP maintains computer systems and networks with which I T S 4  must be capable of 
inidacing 

C.2.3.J.1 

The BOP provides inmates uith an opponunity IO purchase Commissary items which are 
spproved by the Warden at each correctional facility which are no1 orhewise provided within the 
chrrecuonal facilrt! Correctional facility Commissaries provide these items to inmates under (1 

> 

Fcdcrrl Prison Poini of Snlc (FPPOS) System 
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, .  
controlled environment Inmates p r o d e  their requests for Commissary items to BOP staff The 
requested items are sold to inmates and the funds are deducted from the inmates' Cornmissan. 
account 

The FPPOS System is the accounting and inventon. sofiware packay  used to maintain inmate 
Commissary accounts and Commissa? inventon. The FPPOS System provides BOP staff vnth 
automated Commissary sales to inmates through the use of  UPC scanning equipment and sales 
receipt printers. FPPOS Commissary accounts are the source of credits for debit accounis in the 
ITS-II The FPPOS System and I T S 4  must interact to exchange accurate credit information 
between systems. 

FPPOS Svstem is nor a centralized sysrem and is deployed and operated as independent LAKs at 
each corr;ctional facility. The contractor's ITS-II solution shall be required IO interface w t h  each 
of ihe FPPOS Systems in operation at BOP correctional facilities served by the ITS-II The 
conrractor shall configure rhe FPPOSflTS-I1 interface to be implemented locally; the contractor 
shall not confipre  a single point of interface to all FPPOS Systems. 

The FPPOS System currently operates on a Novell Network Version 3.12 LAN based system. 
using - DOS Version 5 .  I .  Tne.propram sofiware is witccn in COBOL programming language 
utilizing a file based Novell prosram for record management called Btrieve. The FPPOS System 
cunenily generates 18 data files in  both Btneve and ASCII format. The ITS-II shall interface 
uith the FPPOS Synem by accessing these files directly. In no case will the contractor be 
required to create or modify FPPOS application software. The ITS-II shall suppon the following 
capabiliries for the FPPOS interface 

,, 

' 

A The ITS-II shall physically connect to The LAN supponing FPPOS and provide all 
nccessay software and hardware IO facilitaie this connection 

BOP Central Ofice staff shall be capable of accessing all FPPOS LANs through the ITS- 
II u.45 

B 

C 

D 

The ITS-ll shall be capable of accessing the FPPOS file systems as a NetWare user 

The 11s-ll shall be capable of the following operations on Btrieve files: open. close. read. 
edii records. delete records. create records 

The I T S 4  shall not cormpt FPPOS files in the event of ITS-I1 failure 
.' 

E 

C2.3.J.1.1 blulliple FPPOS Syricms.at BOP Facilities 

The contractor is advised there may be configurations for which a sinsle ITS-II configuration shall 
be required to logically and physically inicrconnect to more than one FPPOS system. This 
configuration is most likely to be found at FCCs where the contractor may choose IO deploy I 
single ITS41 as a solution to the requirements. w t h  multiple FPPOS systems installed at each of 



e -.- e 
the independent correctional facilities uithin the FCC 

C.2.3.4.1.2 FPPOS Transactions 

The contractor shall configure the ITS-11 h ~ d w a r e  and software to interface w i t h  FPPOS files 10 

perform the funnions required of this SOW. The following transadions are to  be implemented in 
this interface. 

A. Inmate-initiated transfer of funds from their Commissary account IO their ITS-I2 account 
(requires modification of existins FPPOS Btrieve data files). 

BOP initiated electronic transfer of funds from the Commissary account to the ITS-I1 
account (requires transfer of an existing FPPOS ASCII-format data file to ITS-11). 

BOP iniiiated transfer of ITS-11 account funds to the Commissary account for inmate 
releases (requires modification of existing FPPOS Btrieve data files). 

B. 

C. 

D. Inmate Commissary account balance inquiries (requires reading exining FPPOS Btrievi 
data files). 

C.2.3.4.1.3 Access to FPPOS Application and Files 

Subsequent to contract award. the contractor will be provided FPPOS program and data files and 
shall work with BOP Central Ofice staff to design and implement the software required. The 
contractor shall %rite the necessap programs and make the necessaw sokware modifications to 
perform the ITS-111 FPPOS financial transactions described elsewhere in this SOW. 

C.2.3.4.1.4 Future FPPOSATS-II Interface Deployment 

Other modifications to the FPPOSIITS-I1 System and interface may be necessary over the course 
of the contract life These modifications will be made through task orders issued by the BOP 
Coniracting Officer 

C.2.3.4.2 Institution Voice Recorder i 

The BOP records inmate conversations using recording equipment which is physically located in 
the investigations ofice at each institution This recording equipment is provided by the 
povemmenl The voice recording equipment records a separate inmate conversation on a single 
recorder channel A channel number i s  assigned to each inmate telephone within the correctional 
facilit! The ITS-11 shall provide an input field for the recorder channel numbers which will be 
used by the ITS-I1 automatically on repons and other data display elements as required in this 
SOW The ITS-ll shall provide an analog voice path to the correctional facility recording 
equipment 

, 
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C.2.3.4.3 Automated Intelligence hlanagement System 

The I T S 4  shall provide data to the  BOP SIS .AIMS at each indikidual site 

C.2.3.4.3.1 The ITS-I1 shall physically connect to the A I M S  via a serial pon and provide a 
method by which call record information can be downloaded from the ITS-II to the 
AlMS The SIS ofices are r!pically located several hundred feet fiom the ITS-II 
office Therefore. shon-haul modems may be required for this trmsmssion of data 

. 

C.2.3.4.3.2 The data to be transferred shall be call record data available on the I T S 4  for a 
specific corrcciional facility and shall be capable of being transferred at any 
requested time by an SIS staff at that conectional facility. The contractor shall 
provide SIS staff at the correctional facility the capability to request this transfer of  
data from within the office at the site which contains the AIMS computer. The 
following data shall be provided for this transfer: 

' 

A . ,  . Inmate register number. .. 
B. Date of call. 
C Time call was initiated 
D. Duration of  call. 
E Telephone number dialed 
F. Station set number 
G Recorder channel number 

C.2.3.4.3.3 This information shall be capable of beins requested for a user defined time and date 
and shall be output in chronological order for the period requested. The data 
transfer rate shall be a minimum of 300 Kbps. 

C.2.3.4.3.4 Other modifications to the interface may be necessary over the course of the contract 
life through the issuance of a task order 

Financial Managcmrnt Inlormalion System (FMIS) C.2.3.4.4 

The BOP is currently migrating to a neu accounting system. FMIS. FMlS is the BOP'S official 
accounting system and is a completely scparaie system from the FPPOS System Once this J 

migration is complete. some interface with the ITS-Il may be necessary The contractor may be 
requested. through a task order. to work 4 t h  the BOP at a later date to interface with this 
svstem 

i 

C.2.3.4.5 BOP LANNAIV _ - .  
The BOP currently operates a LAN (which i s  separate from the FPPOS LAN) at each 
concctional facility which is connected naiion-widc through a WAN. The contractor may be 
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requested, through a task order. 10 work wi th  the BOP at a later date to interface with this 
system 

C.2.3.5 Access Control 

The ITS-I1 shall provide a secure, multilevel database access control configuration \rith a 
minimum of six  definable user levels. 

. 

C.2.3.5.1 

C.2.3.5.2 

. . C.2.3.5.3 

C.2.3.5.4 

C.2.3.5.5 

A 
B 
C 

D 
E 
F 
G 

C.2.3.5.6 

The ITS-I1 access sofiware shall allow creation of access levels and assignment of 
multiple users to those access levels. The BOP Central Office shall be the highest 
access level and shall be capable of creating the lower levels of access. 

The ITS-I1 shall provide the BOP Central Office access level the capability to assign 
specific menu funcrionality on an individual basis to each lower access level. This 
funcrionaliry shall include but is not limited to the assignment of  repon capabilities. 
menu functions, dara input capability. query capability. screen view capability. menu 
functionality assignment. and other system administrative functions. 

Database access shall be provided in a hierarchical fashion, beginning with the 
Central Office level for BOP Central Office personnel. Access shall then be defined 
by Central Oflice personnel for the lower levels. Other levels may be created 
throughout the tenn of the contract. 

The ITS-I1 sofiware shall provide an easy-to-use logon procedure that requires the 
user to enter an identification and a password BOP Central Office staff shall create 
the Trust Fund Supervisor user at all conectional facilities. The Trust Fund 
Supervisor shall have the capability to create users for all other access lcvels at that 
correctional facility 

.. 

Once a user has been created. it will require a password for access to the system at 
that user level The following type of password system is required for the ITS-II 
environment 

Lenph ranse 4-8 
Composition Uppercase letters (A-2) .  lowercase letters (a-2). and  digits (0-9) 
Lifetime 6 months (with an automated prompt for the user to change when 
necessary) 
Ownership individual 
Storage encrypted passwords 
En tT  non-priming keyboard and masked-printing keyboard. 
Transmission cleanexr 

The Trust Fund Supervisor shall have control over all users and passwords within 
the assigned correctional facility 
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C.2.3.5.7 System sofrware shall allow the BOP Central Office to  configure the svstem IO allon 
either multiple or sinEle instance logons for a0P user accounts 

C.2.3.5.8 Passwords used for aurhentication must comply uith the requirements of Federal 
Information Processing Standards Publication (FIPS'PUB) 1 12. Password Usage. or 
its successor 

C.2.3.5.9 The Contractor's staff with a need to access the ITS-I1 database shall each be 
provided a separate and unique ID and password with identical requirements as 
those for BOP staff. This ID and password shall allow BOP staff the capability to 
monitor and control contractor staff access to BOP data. 

Remote terminals and network workstations shall be identified to the system. 
preferably throush a hardware-generated identifier such as the network interface 
card node address or controller  OH address 

C.2.3.5.10 

C.2.3.5.11, Communication links,which utilize public networks shall be protected. .AI1 neccssan. 
security functions shall be enabled IO protea sensitive information while i t  is beins 
processed or  transferred 

AI1 users shall be given notice during logon indicating that by "signing on'' to the 
ITS-Il they consent to monitoring of their activities. This shall be done through an 
appropriately worded "s ipon"  screen described as a banner. which shall include the 
following wording 

C.2.3.5.12 

-WARNING! By accessing and using this computer system you arc  
consenting to system monitoring for law enforcement purposes. 
tinauthorized use of. o r  access to. this computer system may subject 
you t o  criminal prosecution and penalties." 

The contractor shall provide a method for tracking activities and transactions 
conducted on the ITS-Il ai the user level This audit trail shall include. at a 
minimum. failed access attempts i 

C.2.3.5.13 

C.2.3.5.14 Xuiornatic archiking of the log files shall be accomplished without requirins mahual 
intenention or  degradation to the use of the ITS-I1 

C.2.3.51 The audit wail log file shall be able to be searched using English language-type 
search criteria. and printed on demand 

BOP Central OfFicc staffshall have ihe capability to assign access to multiple 
correciional facilities to the Trust Fund Supervisor at another correctional facility 
This capability is predominantly necessary for use in BOP complex's where one 

C.2.3.5.16 
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B) ’? 

group of ITS staff arc responsible for several conenional facilities. and other users 
are responsible for only indnidual correctional facilities within that complex , The 
Trust Fund Supervlsor shall then be able IO assign ths same multipie access or some 
limited form to lower leuel users 

C.2.3.5.17 Users with access to multiple conectional facilities shall be capable of performing - 
funnions and running repons on those conenional facilities or any combination of 
those correctional facilities 

. 

C.2.3.6 Fraud Detection 

The ITS-I1 shall provide features and repons which allow the BOP to maximire its cffons to 
detect and prevent fraudulent. illicit. or unauthorized activity attempted by inmates through the 
IJSC of the ITS-I1 against either the Trust Fund or the public. The contraaor may propose 
repons and features in addition to those requesied in this SOW which it believes will contribute to 
identifying fraudulent. illicit. or unauthorized activity 

C.2.3.6.1 

C.2.3.6.1.1 

A 
B 
C 
D 

C.2.3.6.1.2 

C2.3.6.1.3 

C.2.3.6.2 

Contractor  Proposed Fraud Detection Fertures (Non-Mandatory) 

Each proposed detection feature shall allow the BOP the option of: 

Enabling or disabling the feature 
Reponing or not reponins detected activity. 
Enabling or disabling real time notification of detected activity. 
Tetminatinp or not terminating ongoing telephone calls. 
A s  pan of the technical approach of the proposal. the contractor shall list and fully 
describe all its detection and prevention capabilities related to fraudulent. illicit. or 
unauthorized activity. on the proposed system 

The Contractor shall idcntifi specific activities the proposed capabilities shall detect 
andlor prevent The contractor shall also idcntifv possible methods inmares may use 
i o  circumvent these Capabilities 

BOP Rcquerrrd Fraud Drtection Capabilities 

The BOP desires the following capabiliiies within the ITS-ll to detect fraudulent or illicit aciiviry 
Sornc of thc follouinp feaiures arc ideniificd as non-mandato? requirements, 

C.2.3.6.2.1 Extra Dialed Dieits 

The ITS-I1 shall be capable of detecting extra dlaled digiis from either the called pany or the 
cal!ing pany’s telephone 

C.2.3.6.2.1.1 The ITS-11 shall be capable of  aurornarically terminating or reponing. as 
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configured by the BOP. the call if the number of enra dialed dinits detect& by 
the svstem is equal to or greater than the number ofdighs configured bv the 
B O P  

- 

- C.2.3.6.2.1.2 The ITS-II shall be capable o f p r o d i n g  a repon ofall calls uhich the ITS-11 
detected with enra dialed digits This repon will provide the BOP k i t h  
information needed to locate the detected attempt on a recording See Section 
C.2.2.6.3 I5 for the repon requiremenrs. 

C.2.3.6.2.2 Unusual o r  Suspicious Dialing (h'on-Mandatory) 

The BOP is requesting a means of deieciing unusual or suspicious number sequences dialed or 
dialing patterns which the system identifies as possible attempts to commit fraud. Contractors 
who provide this type of detection shall provide the BOP with a list of the types of activities the! 
detect and'how this information will be reponed 

C.2.3.6.2.3 Third Party Calls to Correctional Facilities (h'on-Mandatory) 

The BOP is'requesting a non-rr.andaroy capability of detecting calls which have been connected 
to other BOP correctional facilities through a third pany method. This capability may be 
accomplished through inaudible signal passing and detenion from each correctional facility This 
feature should also be capable of identifving the specific correctional facilities, the inmate's 
register numbers. as well as. print a daily repon of such occurrences. 

C.2.3.6.2.4 Detection of Three Wny Calls and Call Forwarding 

ITS-ll shall be capable of detecting three way calls and/or call forwarding The contractor shall 
esplain in detail the type of three way calling or call forwarding their system is capable of 
dctectinc - The contractor shall. at a minimum. indicate whether their proposed ITS-II is capable 
of detcciing each of the following types of three way or forwarded calls. 

. .  

A 

B 

C 

D 
E 

Calls to telephone numbers which have been automatically fonvarded to another telephone, 
number by the local telephone company 
Calls to telephone numbers u h i c h  have been automatically forwarded by called panic$ 
through the use of feature groups provided by the local telephone company 
Calls to telephone numbers which "hook flash." dial another number and complete t h d  
three wry call 
Calls to "follow me" numbers 
Conference calls facilitated through customer provided switching equipment 

If a contractor's svstem is capable ofdetecting th ree  way calls andlor call fowarding it shall be 
capable of beins confiyred by the BOP to either automatically terminate suspected calls. repon 
the suspected calls. or both 

C-69 



C.2.3;7 . Display of Calls in Progress 

Cenoin BOP staff. as designated by the BOP Central Office, shall have real-time acctss (\<a a 
display) to information on dl calls in progress. This fearure uIll give BOP sraffwith the proper 
access level the capability to  see. real lime. rhe fo!lowing information at a mirimurn on all 
telephone calls currently in progress. 

. 
A. 
B. 
C. 
D. 
E. 
F. 
G. 
H. 
1 
J .  
K. 
L 

Inmate register number 
Inmate name 
Telephone number called 
Called pany information 
Any association with a silent monitor number 
Recorder channel number. 
Duration of call 
Charge of call. 
Correctional facility account assigned to 
Location of telephone 
Type of call 
Cal! denial reason 

C.2.3.8 Call CutofTCapsbility 

The ITS-I1 shall provide the BOP with the capability io immediately and remotely turn telephones 
on and OK This shall be capable of being accomplished by individual telephones. groups of 
telephones. or an entire correctional facility by BOP staff with the appropriate access level. 

C.2.3.9 BOP “umber Blocking 

The ITS-ll shall p~ovidt The BOP wi th  the capability to input telephone numbers which shall be 
automatically blocked From being called by inmaies Telephone numbers shall be capable of being 
blocked as an individual number or as a block or range of numbers (e.g.. 800-000 IO 800-540) 
The ITS-ll shall provide the capability for BOP siaff to produce a repon of all numbers which 
have been blocked in the database. ihe reason for their being blocked. and where appropriaie the 
inmale account for which they are blocked The ITS-I1 shall allow BOP staff with appropriate 
access the ability to block and remove number blocks for either an individual correctional fatility 
or all correctional facilities Calls i o  telephone numbers which have been blocked in this manner 
will not be allowed by the ITS-I1 
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